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IS5 CISA Adds Ten Known Exploited Vulnerabilities to
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CISA has added ten new vulnerabilities to its Known Exploited Yulnerabilities Catalog, based on evidence of active

exploitation.

B CVE-2013-3163 Microsaoft internet Explorer Memary Corruption Vulnerability

B CVE-2014-1776 Microsoft Internet Explorer Memary Corruption Yulnerability

[CISA Adds Ten Known Exploited Vulnerabilities to Catalog| (Release DateMarch 30, 2023)
https://www.cisa.gov/news-events/alerts/2023/03/30/cisa-adds-ten-known-exploited-vulnerabilities-catalog
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Top 12 Routinely Exploited Vulnerabilities in 2022 tps:/ /s isa gov/news.eventa/cybersecurty advisorien/aad3-15:

Fortinet FortiOS and FortiProxy SSL VPN credential exposure

(Proxy Shell) Microsoft Exchange Server RCE

(Proxy Shell) Microsoft Exchange Server Security Feature Bypass

(Proxy Shell) Microsoft Exchange Server Elevation of Privilege
Lol . ADSelfService Plus RCE/Authentication Bypass
ManageEngine
Atlassian Confluence Server and Data Center Arbitrary code execution

(Log4Shell) Apache Logdj2 RCE
VMware Workspace ONE Access and Identity Manager RCE
VMware Workspace ONE Access, Identity Manager, and vRealize Automation Improper Privilege Management
F5 Networks BIG-IP Missing Authentication Vulnerability
Microsoft Multiple Products RCE
Atlassian Confluence Server and Data Center RCE
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Additional Routinely Exploited Vulnerabilities in 2022
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CISA 2022 Top Routinely Exploited Vulnerabilities]

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-215a

Microsoft Multiple Products Arbitrary Code Execution
Microsoft Exchange Server Arbitrary Code Execution
Ivanti Pulse Secure Pulse Connect Secure Arbitrary File Reading
Microsoft Remote Desktop Services RCE
Citrix Application Delivery Controller and Gateway Arbitrary Code Execution
F5 Networks BIG-IP RCE
Microsoft Multiple Products Privilege Escalation
Oracle WebLogic Server RCE
Oracle WebLogic Server RCE
SonicWALL SSLVPN SMA100 SQL Injection

(ProxylLogon) Microsoft Exchange Server RCE

(ProxyLogon) Microsoft Exchange Server RCE

(ProxylLogon) Microsoft Exchange Server RCE

(ProxyLogon) Microsoft Exchange Server RCE
SonicWALL Email Security Privilege Escalation Exploit Chain
Apache HTTP Server Server-Side Request Forgery
Apache HTTP Server Server Path Traversal
Apache HTTP Server Server Path Traversal
SonicWall SMA 100 Series Appliances Stack-based Buffer Overflow
Apache Logdj RCE
Fortinet FortiOS Heap-based Buffer Overflow
Zimbra Collaboration Suite ‘Cross-site Scripting’
SAP Internet Communication Manager (ICM) HTTP Request Smuggling
VMware Tanzu Spring Cloud RCE
WS02 Multiple Products RCE
Zimbra Zimbra Collaboration Suite Command Injection
Microsoft Windows CSRSS Elevation of Privilege
QNAP QNAP NAS Externally Controlled Reference
Microsoft Exchange Server Privilege Escalation
Fortinet FortiOS, FortiProxy, FortiSwitchManager Authentication Bypass
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